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ABOUT ME 

I’m a Security Consultant with 

experience about SIEM. I really like 

my job and I love learning; in 

addition to SIEM, my interests 

concern VA and PT, Incident 

management and Threath Hunting. 

DATA 

AUTHORIZATHION 

I authorize the processing of 

personal data contained in my 

curriculum vitae based on art. 

13 of Legislative Decree 

196/2003 and art. 13 of EU 

Regulation 2016/679 concerning 

the protection of individuals 

with regard to the processing of 

personal data. 

 

 

LUCA SEPE 
CYBER SECURITY SPECIALIST  

WORK EXPERIENCE  

Current Experience 

 

Deloitte 

Manager – 01/06/2025 – Ongoing 

Cybersecurity Manager Specialist on SIEM, SOAR and Automation projects 

Clients: Primary insurance and bank companies, national Energetic provider, 

Luxury provider, Hardware manufacturer, Medical provider 

Main roles and responsibility: 

• Regular alignment with customer 

• Architectural design 

• Team management, learning and continuos improvement 

 

 

Senior Infrastructure Security Specialist – 15/09/2022 – 31 /05/2025 

Clients: Primary insurance and bank companies, national Energetic provider 

Main roles and responsibilities: 

• SIEM mangamenet: architectural design, installation, configuration, 

tuning and troubleshooting about SIEM system (QRadar and Splunk) 

• Learning: definition of proper courses for team skills enhancement 

and team education support 

• SOAR: Playbook definition and tuning with SOAR solution (Palo Alto) 

 

Previous Experience 

 

AGM Solutions 

Cyber Security Specialist – 11/01/2021 – 14/09/2022 

Clients: Primary insurance companies, national Energetic provider, farm 

machinery management devices 

Main roles and responsibilities: 

● Incidents responding playbook drafting: study of client needs, 

requirements collections, procedure writing based on NIST 

framework, contextualization with clients current tools and linking to 

user specific product wiki. 
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● Linux Security system administration:  Ordinary and straordinary 

server management, ssh key management, user profile creation, 

NetScaler load balancer management. 

● Infrastructure migration: for client of above role, setting up Juniper 

device (firewall and IPS initial configuration, Firewall rule creation), 

New Linux Server configuration, Veam software for backup jobs 

configuration 

● PowerShell scripting: query on AD environment, creation of script for 

complex queries and export on Excel well formatted for audit 

purposes. 

● SIEM Onboarding: SIEM installation, configuration and tuning. 

Correlation and Parsing rules creation. Customer Support for 

migration from a SIEM model (QRadar) to another (Splunk). Splunk 

addon creation. 

 

Esyen 

Cyber Security Specialist – 07/01/2020 – 31/12/2020  

Clients: Government Institution. Military clearence and NOS obtained.  

Main Roles and responsibility: RESERVED. Galileo Project. 

 

 IKS s.r.l. 

Security Specialist – 15/01/2018 – 31/12/2019 

Clients: Primary insurance companies and card payment companies in Italy. 

Main roles and responsibilities: 

● Implementation of CheckPoint firewall rules: object creation, 

connection enablement, NAT rules configuration 

● BlueCoat Proxy Management: application maintenance, withe list / 

blacklist maintenance, management of relationships with providers 

● SSL certificates: CSR signature via OpenSSL tool 
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● DNS management: maintenance and DNS record configuration 

● SIEM startup and tuning (McAfee): requirements analysis, source 

configuration, alarms, parsing, reports and related tests. System 

maintenance, tuning and verification of controls and alarms / capacity 

effectiveness 

● ArcSight environment implementation: system and log collector 

installation, management console configuration, Active Channel 

creation, DashBoard customization, alarms and reports creation, 

customized parser configuration. 

SyncLab s.r.l. 

PMO and Siem Specialist – 12/12/2016 – 12/01/2018 

Client: Primary card payment companies in Italy. 

Main roles and responsibilities: 

● Collection of requirements: user interviews for the SIEM project 

● Drafting of documents: tutorials, examples of use cases 

● System maintenance: tuning and troubleshooting 

● SIEM installation and configuration 

● PCI compliance: periodic VA with Nessus scanner, vulnerability fix 

EDUCATIONS 

Bachelor in Computer Engineering –27/09/2004 – 18/07/2016 

University of Rome “La Sapienza”  

Tesys: “In the mind of crackers: how to break the defenses of a computer 

system”. 

 

Language skill  

English: B2, German: A1, French: B1. 
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Certifications 

● eJPT - eLearnSecurity Junior Penetration Tester – License: 8147658 

● eNDP – eLearnSecurity Network Professional Defender – License: 

8516066 

● IBM QRadar SIEM Foundation – 

https://www.youracclaim.com/badges/63686635-e53c-425c-a2d8-

a9a0310e5201/linked_i 

● Splunk Core User – License: 358912 

● Splunk Core Certified Power User – License: Cert-332191 

● Splunk Core Certified Advanced Power User – License:  359382 

● Splunk Enterprise Certified Admin – License: Cert-336526 

● Splunk Cloud Certified Admin – License: Cert-360462 

● Splunk Enterprise Security Certified Admin – License: Cert-361446 

● Splunk SOAR Certified Automation Developer – License: Cert-359591 

● Splunk Enterprise Certified Architect – License: Cert-367907  

● Splunk Enterprise Certified Consultant – License: Cert-398100 

● RangeForce SOC Analyst 1 Elite - 01/06/2022 - SOC Analyst 1 Elite - 

Credly 

● Microsoft Certified: Azure Fundamentals – 30/09/2022 – Microsoft 

Certified: Azure Fundamentals - Credly 

● AWS Certified Cloud Pratictioner – 13/11/2022 – AWS Certified 

Cloud Practitioner - Credly 

https://www.youracclaim.com/badges/63686635-e53c-425c-a2d8-a9a0310e5201/linked_i
https://www.youracclaim.com/badges/63686635-e53c-425c-a2d8-a9a0310e5201/linked_i
https://www.credly.com/badges/62bbe280-81d5-465c-ae6a-32229780693a?source=linked_in_profile
https://www.credly.com/badges/62bbe280-81d5-465c-ae6a-32229780693a?source=linked_in_profile
https://www.credly.com/badges/56eac514-63c7-42a5-b1ca-98a38b2013b9/linked_in_profile
https://www.credly.com/badges/56eac514-63c7-42a5-b1ca-98a38b2013b9/linked_in_profile
https://www.credly.com/badges/773fcf25-1910-4feb-b2fd-a689ed760446/linked_in_profile
https://www.credly.com/badges/773fcf25-1910-4feb-b2fd-a689ed760446/linked_in_profile
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● CCSK v.4 – 03/01/2023 – Certificate of Cloud Security 

Knowledge v.4 - Credly 

● Google Cloud Digital Leader – GCP Digital leader 

● CSA Star Lead Auditor – 17/07/2024 – ENR-01535450 

 

 

SOFT SKILLS 

● Good language and documentation production properties.  

● Attitude to team working and problem solving. 

● Driving license B. 

ALBIGNASEGO, 09/04/2026 
 
 
 

 

https://www.credly.com/badges/3340de03-cbec-4a2c-a797-10a6acf088b1/linked_in_profile
https://www.credly.com/badges/3340de03-cbec-4a2c-a797-10a6acf088b1/linked_in_profile
https://www.credential.net/1e547264-2db0-4998-89e2-cd12c279d467?key=12dde1d23d4cf551cb53cb1ab408717d5010b3811759188186a14365ad0e3e1a
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